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About the Deloitte Al Institute

The Deloitte Al Institute™ helps organizations connect the different dimensions

of a robust, highly dynamic and rapidly evolving Al ecosystem. The Institute leads
conversations on applied Al innovation across industries, with cutting-edge insights,
to promote human-machine collaboration in the “Age of With.”

The Deloitte Al Institute aims to promote a dialogue and development of artificial
intelligence, stimulate innovation, and examine both challenges to Al implementation

and ways to address them. The Institute collaborates with an ecosystem composed of
academic research groups, startups, entrepreneurs, innovators, mature Al product leaders
and Al visionaries to explore key areas of artificial intelligence including risks, policies,
ethics, future of work and talent, and applied Al use cases. Combined with Deloitte's deep
knowledge and experience in artificial intelligence applications, the Institute helps make
sense of this complex ecosystem, and as a result delivers impactful perspectives to help
organizations succeed by making informed Al decisions.

No matter what stage of the Al journey you're in, whether you're a board member or a
C-suite leader driving strategy for your organization or a hands-on data scientist bringing
an Al strategy to life, the Institute can help you learn more about how organizations across
the world are leveraging Al for a competitive advantage. Visit us at the Deloitte Al Institute
to access the full body of our work, subscribe to our podcasts and newsletter, and join us
at our meetups and live events. Let's explore the future of Al together.

www.deloitte.com/us/Alinstitute
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Key takeaways

* Al agents are reshaping industries by expanding the potential applications
of Generative Al (GenAl) and typical language models.

* Multiagent Al systems can significantly enhance the quality of outputs
and complexity of work performed by single Al agents.

* Forward-thinking businesses and governments are already implementing
Al agents and multiagent Al systems across a range of use cases.

* Executive leaders should make moves now to prepare for and embrace
this next era of intelligent organizational transformation.
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How can we operate faster and
more efficiently?

This question has always been at the forefront of strategic
agendas—but Generative Al (GenAl) is helping unlock new
answers. With its ability to produce novel outputs from plain-
language prompts, GenAl has enabled enterprises to significantly
enhance speed and productivity across a range of business tasks.
However, use cases for typical language models have only just
begun to show GenAl's transformative potential. In this time of
rapid Al evolution, it's time to think bigger and bolder: from
streamlining routine tasks to redesigning entire workflows.

Now the question for business and government leaders
is becoming:

How can we rethink our business
processes with GenAl?

Large language models (LLMs) and GenAl-powered tools used
by most organizations today serve as helpful assistants: A human
worker enters a prompt, GenAl quickly produces an output.
However, this interaction is largely transactional and limited

in scope.

What if GenAl could be more like a skilled collaborator that will
not only respond to requests but also plan the whole process
to help solve a complex need? What if GenAl could also tap into
the necessary data, digital tools and contextual knowledge to
orchestrate the process end to end, autonomously?

This vision is becoming a reality with the emergence of Al agents
and multiagent Al systems—a powerful advancement in what's
possible through human-Al partnership. Leading companies and
government agencies are already seeing the value of Al agents
and putting them into practice.

In this paper, we explore what makes Al agents so groundbreaking.
We then reveal how they are reshaping industries, including
government and public services, by enabling new use cases,
enhancing automation and accelerating the future of intelligent
organizational transformation.

Adapt or fall behind

At the end of 2023, nearly 1in 6
surveyed business leaders said
GenAl had already transformed
their businesses.'
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Al agents: \What makes them
different—and why they matter

To grasp the potential value of Al agents and their role in
expanding the automation horizon, it is important to understand
how they differ from the language models and GenAl applications
familiar to business leaders today.

Al agents are reasoning engines that can
understand context, plan workflows,
connect to external tools and data, and
execute actions to achieve a defined goal.

While this may sound broadly like what standalone LLMs or

GenAl applications can do, there are key distinctions that

make Al agents significantly more powerful. (See table, page 6.)
Typical LLM-powered chatbots, for example, usually have limited
ability to understand multistep prompts—much less to plan and
execute whole workflows from a single prompt. In essence, they
conform to the “input-output” paradigm of traditional applications
and can get confused when presented with a request that must
be deconstructed into multiple smaller tasks. They also struggle to
reason over sequences, such as compositional tasks that require
consideration of temporal and textual contexts. These limitations
are even more pronounced when using small language models
(SLMs), which, because they are trained on smaller volumes of
data, typically sacrifice depth of knowledge and/or quality of
outputs in favor of improved computational cost and speed.

As a result, early GenAl use cases have mostly been limited to
standalone applications such as generating personalized ads
based on a customer’s search history, reviewing contracts and
legal documents to identify potential regulatory concerns,

or predicting molecular behavior and drug interactions in
pharmaceutical research.

Al agents excel in addressing these limitations while also
leveraging capabilities of domain- and task-specific digital tools
to complete more complicated tasks effectively. For example,

Al agents equipped with long-term memory can remember
customer and constituent interactions—including emails, chat
sessions and phone calls—across digital channels, continuously
learning and adjusting personalized recommendations. This
contrasts with typical LLMs and SLMs, which are often limited to
session-specific information. Moreover, Al agents can automate
end-to-end processes, particularly those requiring sophisticated
reasoning, planning and execution.

Al agents are opening new possibilities to drive enterprise
productivity and program delivery through business process
automation. Use cases that were once thought too complicated
for GenAl can now be enabled at scale—securely and efficiently.

In other words: Al agents don't just interact. They more
effectively reason and act on behalf of the user.
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A new paradigm for
human-machine collaboration

Through their ability to reason, plan, remember and act,
Al agents address key limitations of typical language models.

Use case Automate tasks Automate entire workflows/processes

scope

Planning Are not capable of planning or Create and execute multistep plans to achieve
orchestrating workflows a user’s goal, adjusting actions based on

real-time feedback

Memory & Do not retain memory and have limited Utilize short-term and long-term memory to

fine-tuning fine-tuning capabilities learn from previous user interactions and
provide personalized responses; Memory may
be shared across multiple agents in a system

:rool . Are not inherently designed to integrate with Augment inherent language model capabilities
Integration external tools or systems with APIs and tools (e.g., data extractors, image
selectors, search APIs) to perform tasks

Data Rely on static knowledge with fixed training Adjust dynamically to new information and

integration cutoff dates real-time knowledge sources

Accuracy Typically lack self-assessment capabilities and Can leverage task-specific capabilities, knowledge
are limited to probabilistic reasoning based on and memory to validate and improve their own
training data outputs and those of other agents in a system
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While individual Al agents can offer valuable enhancements, the
truly transformative power of Al agents comes when they work
together with other agents. Such multiagent systems leverage
specialized roles, enabling organizations to automate and optimize
processes that individual agents might struggle to handle alone.

Multiagent Al systems employ
multiple, role-specific Al agents to
understand requests, plan workflows,
coordinate role-specific agents,
streamline actions, collaborate with
humans and validate outputs.

Multiagent Al systems typically involve standard-task agents
(e.g., user interface and data management agents) working with
specialized-skill and -tool agents (e.g., data extractor or
image interpreter agents) to achieve a goal specified by a user.

At the core of every Al agent is a language model that provides

a semantic understanding of language and context—but
depending on the use case, the same or different language models
may be used by agents in a system. This approach can allow some
agents to share knowledge while others validate outputs across

the system—improving quality and consistency in the process.
That potential is further enhanced by providing agents with shared
short- and long-term memory resources that reduce the

need for human prompting in the planning, validation and iteration
stages of a given project or use case.

This concept extends what's possible with individual Al agents

by taking a team or agency approach. By decomposing a detailed
process into multiple tasks, assigning tasks to agents optimized
to perform the tasks, and orchestrating agent and human
collaboration at each stage of the workflow, this type of system
has proven much more likely to produce higher quality, faster
and more trustworthy outcomes.?3

In other words: Multiagent Al systems don’t just reason
and act on behalf of the user. They can orchestrate complex
workflows in a matter of minutes.

Key benefits of Al agents
and multiagent Al systems

Capability—Al agents can automate interactions with
multiple tools to perform tasks that standalone language
models were not designed to achieve (e.g., browsing a
website, quantitative calculations).

Productivity—\Whereas standalone LLMs require constant
human input and interaction to achieve desired outcomes,
Al agents can plan and collaborate to execute complex
workflows based on a single prompt—significantly speeding
the path to delivery.

Self-learning—By tapping short- and long-term contextual
memory resources that are often unavailable in a pre-trained
language model, Al agents can rapidly improve their output
quality over time.

Adaptability—As needs change, Al agents can reason
and plan new approaches, rapidly reference new and
real-time data sources, and engage with other agents to
coordinate and execute outputs.

Accuracy—A key advantage of multiagent Al systems is
the ability to employ “validator” agents that interact with
“creator” agents to test and improve quality and reliability
as part of an automated workflow.

Intelligence—\When agents specializing in specific tasks
work together—each applying its own memory while utilizing
its own tools and reasoning capabilities—new levels of
machine-powered intelligence are made possible.

Transparency—Multiagent Al systems enhance the ability
to explain Al outputs by showcasing how agents communicate
and reason together, providing a clearer view of the collective
decision-making and consensus-building process.
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No matter the industry, every organization engages in research, analysis and reporting—whether about
economic conditions, customer and constituent preferences, policy and pricing strategies, or other topics.

Traditionally, these projects require skilled human analysts to perform multiple steps, which can be
time-consuming, utilizing research and analysis tools along with in-house subject matter expertise.

Here's what a traditional research project typically looks like.

) 1

Analyst

from the prior 3 months.

Analyst identifies topic and
scope: A report on the top 5
GenAl trends in financial services,
based on publicly available data

.5

Analyst drafts the report
and sends to stakeholder,
who provides feedback
and iterates with analyst.

o

Stakeholder

Analyst sends approved
report to designer.

12

Analyst selects sources,
searches and compiles
relevant information, and
organizes materials and notes.

4

Stakeholder provides
feedback on outline.

g

Analyst Analyst

o

Analyst

Analyst or designer researches images,
develops graphics and designs report.

00—

7

Proofer reviews report and
provides feedback, which analyst
and/or designer incorporate.
Risk & compliance professionals
are engaged as needed.

g

Analyst Proofer

or Designer

o

o
&

Stakeholder

Analyst synthesizes themes
and perspectives, outlines a
plan for the report and sends to
business stakeholder for review.

>

AL

Risk & compliance

While effective and repeatable, this approachiis ...

1y

1

Time-consuming

Completing a single report can take
days or weeks, making it difficult to
seize emerging opportunities.

Inefficient

Skilled analysts must perform many
repetitive activities that take their
focus away from higher-level analysis.

O

Final report

is delivered.

Difficult to scale

Companies and government agencies
can struggle to hire and retain enough
skilled, experienced analysts to grow
their research capacity.
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Deloitte has developed a multiagent Al system that can streamline

and improve each step of research and reporting. Here's how it works. AL AGENTTYPES

i
“I need to write a report about
GenAl trends in my industry.” standard-task Specialized-skill
agent(s) & -tool agents

One or more agents Role-specific agents

that perform tasks that execute specific
common to all tasks within the
ﬂ workflows workflow

Analyst Analyst and interface agent discuss and define report
scope, sources and timeframe for data collection, target industry All agents can access ...
and audience, etc. Through this process, the analyst defines the + Language models (shared or separate)
deliverable: A report on the top 5 GenAl trends in financial services,
based on publicly available data from the prior 3 months. 0 [Biarmel ieels & g Seuess ab mesett

¢ Shared short- and long-term memory

Planning agent breaks the goal into

e subprocesses, develops a workflow and
identifies necessary tools and specialized
agents to execute the workflow.

Prompt Data Web Content Topic Report
expanding sourcing browsing summarization modeling writing

3 38 387 Y7 37

Report Data Data Image Quality
formatting structuring visualizing selection assurance

Analyst reviews the report and
requests changes. The system
iterates and refines the report.

Analyst

Specialized agents expand prompts, conduct research, compile and analyze results, identify themes
and draft the report outline. As needed, the multimodal processing agent translates and interprets data
collected from visual and audio sources. Once the outline is approved/adjusted by the analyst, additional
specialized agents draft and design the report complete with customized charts and illustrations.

Throughout the process, the quality assurance agent checks for accuracy, quality and regulatory/brand
compliance, while the data management agent ensures source materials and report iterations are Final report
documented for reference/review. is delivered.

In addition to being effective and repeatable, this Al agent-powered approach is ...

@@

Fast Efficient Highly scalable
A single, quality report can be Skilled professionals can focus on In essence, this system provides an instantly
produced in less than an hour. validating, iterating and refining the report. available team of skilled digital workers.
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Effective and efficient work
depends on creativity and
knowledge augmented by
well-planned processes and
task-appropriate tools.

That's what Al agents and
multiagent Al systems can
bring together.
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Organizations across industries and sectors are already leveraging the potential of Al agents and multiagent
systems to transform processes, improve efficiency, and expand impact. Let's explore four use cases
that are possible today—two in specific industries, and two that can be applied in any business.

© USE CASE
Individualized financial advisory
and wealth management

© USE CASE

Dynamic pricing and
personalized promotions
INDUSTRY: Financial services INDUSTRY: Consumer

Standard pricing strategies often involve static models that do
not account for real-time market conditions, customer behavior
or inventory levels. Multiagent Al systems can rapidly integrate
analysis based on vast amounts of real-time data—such as
competitor pricing, customer purchase history and seasonal
trends—to dynamically adjust prices. Additionally, they can
personalize promotions based on individual customer

preferences, attributes and shopping habits with the goal of
improving conversion rates and elevating customer satisfaction.

Financial advisory services often have relied on broad
categorizations of customers based on age, income and risk
tolerance. This approach can often miss the complexities of
individual financial situations and goals. In today’s rapidly changing
financial landscape, there is an increasing demand for personalized,
adaptive financial advice. Multiagent Al systems can analyze diverse
data sources—including the customer’s financial history, real-time
market data, life events and even behavioral patterns—to help
advisers create financial plans and investment strategies tailored
for the specific individual. Al agents can then continuously monitor
and adjust recommendations as circumstances change. POTENTIAL ADVANTAGES ACHIEVED WITH Al AGENTS:

POTENTIAL ADVANTAGES ACHIEVED WITH Al AGENTS: .
Faster adaptation

Adjust prices instantly in response to
market changes, inventory levels or

Hyperpersonalization

Customize financial advice to each customer’s
specific needs and goals, considering factors
that other methods might overlook.

Continuous fine-tuning

Automatically update financial plans and
strategies in response to changes in market
conditions or personal circumstances.

Improved customer satisfaction
Strengthen customer relationships by
providing more relevant and timely advice,
leading to higher retention and satisfaction.

Enhanced scalability

Serve a larger number of customers with
high-quality, personalized advice without
raising costs to deliver.

@000

customer demand—optimizing revenue.

Personalized offers

Tailor promotions to each customer’s
preferences and behavior, increasing the
likelihood of purchase.

Greater profitability

Maximize margins and minimize discounting
by optimizing pricing and promotions on an
ongoing basis.
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© USE CASE
Talent acquisition and recruitment

DOMAIN: Human resources (HR)

Traditional recruitment processes often involve manual resume
screening, repetitive candidate assessments and significant
administrative work—which can lead to inefficiencies. Al agents
can automate the end-to-end recruitment process by using natural
language processing to analyze resumes, assess candidates based
on skills and experience, and conduct initial screening interviews
via GenAl-powered avatars. These systems can collaborate with
HR professionals to ensure that qualified candidates are identified,
prioritized and moved through the hiring pipeline efficiently while
adhering to relevant regulations.

POTENTIAL ADVANTAGES ACHIEVED WITH Al AGENTS:

Increased efficiency

Automate tasks to allow HR teams

to focus on strategic activities, shortening
the time to hire.

Improved candidate matching

Analyze a broader range of data points to help
match candidates to roles more accurately,
improving the quality of hires.

Reduced bias

By standardizing candidate assessments and
focusing on skills and experience, Al agents can help
address unconscious bias in the recruitment process.

Dynamic scalability

Handle large volumes of applications, making it
easier to manage hiring campaigns or recruit for
multiple roles simultaneously.

O USE CASE
Personalized customer support

DOMAIN: Customer and beneficiary service

Traditional customer and beneficiary support systems often rely on
scripted interactions, which can fail to resolve complex or unique
inquiries—leading to customer frustration and escalation.

In contrast, multiagent Al systems can understand plain-language
requests and generate relevant and natural responses that
consider the customer's history, preferences and real-time context.
These advanced systems can handle many complex inquiries
effectively—reducing the need for escalation to live agents while
improving customer/beneficiary satisfaction.

POTENTIAL ADVANTAGES ACHIEVED WITH Al AGENTS:

@ Greater consistency and scalability

Al agents can operate 24/7 without fatigue,
maintaining a consistent quality of service
no matter the volume of inquiries.

Improved customer experiences

Each customer interaction can be adjusted
to individual needs, improving satisfaction
and engagement.

Compounding efficiencies

The ability to learn from each interaction can
help reduce response times, improve quality,
and free up human service agents to focus on
more nuanced customer requests.
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As language models continue to evolve, Al agents and systems are
likely to become strategic resources and efficiency drivers for core
business and government activities such as product development,
regulatory compliance, customer service, constituent engagement,
organizational design and others. We see a future in which
agents will transform foundational business models and
entire industries, enabling new ways of working, operating
and delivering value.

That's why it's important for C-suite and public service leaders
to begin preparing now for this next chapter in the evolution of
human-machine collaboration and business innovation.

Let's explore some of the new ways of thinking and leading that
should be considered during this time of rapid change.

Strategy implications

Leaders should begin integrating Al agents and multiagent

Al systems into their overall strategies and future road maps.
This involves reimagining business processes, investing in Al
capabilities, and fostering cultures of innovation. Organizations
should develop their own clear road map for Al agent adoption,
identifying key areas where they can drive the most value and
impact on broader business goals.

Effective change management will be crucial for successful
integration. Leaders should think carefully through how they will
address organizational resistance, provide training, and ensure
that employees understand the value and benefits of Al agents.

This includes developing a comprehensive communication strategy

to keep employees and other stakeholders informed and engaged
throughout the adoption process.

FOCUS AREAS

* |dentify and prioritize business and service areas
where Al agents can have the most immediate and
measurable impact.

* Develop robust training programs to help employees

understand and use Al agents in ways that improve
productivity and efficiency.

Risk implications

Al agents introduce new risks that necessitate robust security

and governance structures. A significant risk is potential bias in Al
algorithms and training data, which can lead to inequitable decisions.
Additionally, Al agents can be vulnerable to data breaches and
cyberattacks, compromising sensitive information and data integrity.
The complexity of Al systems also presents the risk of unintended
consequences due to Al agents behaving unpredictably or making
decisions not aligned with organizational goals.

To manage these risks, it is important to set clear parameters for
agent interactions, monitor operational metrics, and continually
ensure data ethics, privacy, security and integrity. As Al agents

are integrated into core business processes, an enterprisewide
governance framework with guidelines on data usage, ethics and
security can further help mitigate risks. This framework should
ensure compliance with relevant regulations and include continuous
monitoring of Al agent interactions. Advanced security measures,
such as encryption and multifactor authentication, can help protect
against data breaches and cyberattacks. Training and awareness
programs for employees can provide an additional defense

by helping employees understand the ethical and operational
considerations of working with Al agents.

FOCUS AREAS

* |dentify brand and operational risks that may arise around
data usage, Al agent interactions with each other and with
tools, and ethics.

* Ensure model outputs are effectively tested and validated.

* Implement an Al agent governance framework that is
regularly reviewed and updated as Al technologies evolve.

* Monitor emerging risks specific to Al agents such as “agent
autonomy”—i.e., the risk of unintended consequences when
agents make decisions with minimal human oversight.

N
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Talent implications

The implementation of Al agents is likely to change the traditional
workforce structure. As Al agents take over routine and lower-value
tasks, there will likely be a high demand for human skills related to
designing, implementing and operating these systems. Leaders
should think through what new roles, job descriptions and job
architectures are involved in building out the capability and then
how to identify, recruit, train and retain this specialized talent.

Beyond the implications for tech talent, enterprise leaders should
be ready to help employees across a wide variety of roles learn
how to work with Al agents and even identify new use cases
where they could improve processes. Deployed and managed
well, Al agents can open up new realms of potential for human-
machine collaboration—but that potential depends on workers
understanding, embracing and being able to perform new roles.

FOCUS AREAS

Communicate the benefits of Al agents, and help
employees adapt to new ways of working.

Foster a culture of innovation and continuous learning.
Leaders should instill a mindset of innovation and
adaptability related to Al agents.

Explore a redesign of job architectures, workflows
and performance metrics to reflect the new reality
of humans and Al agents working in tandem.

Business process implications

Al agents and multiagent Al systems demand careful human
evaluation of business processes—sometimes from the

ground up. While agents will redefine many core processes over
time, Al agents can be integrated into existing operating models
today, enhancing the efficiency of current processes without the
need for complete system overhauls. This approach makes it
easier for organizations to adopt lower-risk agent solutions
incrementally—but requires careful planning, management

and alignment to ensure that Al agents are improving what
people and/or other technology solutions already do well.

In use cases where Al agents do make sense to implement,
human involvement will remain vitally important for tasks
requiring judgment, validation and critical decision-making.
This collaboration is important to help ensure that Al outputs
are accurate, reliable and effective. In this paradigm, everyone
working with Al agents serves as a manager—giving orders (via
prompts), clarifying requests, monitoring progress, reviewing
outputs and requesting or making changes as necessary.

FOCUS AREAS

* Ensure that where agents are implemented into existing
business processes, those processes remain effective
while driving greater efficiency and value.

* Establish processes for continuously monitoring and
improving the performance of Al agents. This includes
collecting and analyzing data on the performance of
Al agents, identifying opportunities for improvement, and
making changes as needed to optimize their performance.
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Technology and data implications

Implementing Al agents can be costly, requiring substantial
investment in technology and infrastructure. Organizations
should carefully evaluate the value proposition and return on
investment; and develop a phased approach to use cases, with
a focus on “low-hanging fruit” (i.e., simpler use cases) that can
lay the groundwork for more complex activations.

Quality data is the foundation for Al agents to work effectively.
If data is inaccurate, incomplete or inconsistent, the agents’
outputs and actions may be unreliable or incorrect—creating
both adoption and risk issues. It's therefore essential to invest
in robust data management and knowledge modeling.

Adopting trustworthy Al practices is a key to mitigating risks
and ensuring ethical deployment. This includes developing
Al agent solutions that are fair, transparent and accountable,
and addressing potential biases in Al models.

FOCUS AREAS

* Put the right technology infrastructure in place to
support the adoption and implementation of Al agents
(e.g., Al orchestration platforms and scalable data lakes).

* Ensure data is properly organized, up to date and
accessible to Al agents. This includes having well-defined
data governance policies and procedures as well as
continuous access to real-time data feeds to enable
dynamic, accurate decisions.

* Establish processes for monitoring and managing the
performance and ethics of Al agents and multiagent
Al systems. Without transparent and trustworthy Al,
customer trust and regulatory compliance are at risk.

15

The road ahead

The era of Al agent collaboration is still in its early stages.
Interest is growing among businesses and technology
providers, but comprehensive solutions are not yet common.
There is much technical work to be done—particularly in
terms of the reasoning and planning capabilities that will
enable Al agents.

Improvements are likely to come fast. In recent months
GenAl tools have shown significant improvements in
reasoning and agent orchestration capabilities. Many venture
capital firms are investing heavily across the spectrum of Al
agent-related technologies, as are many of today’s leading
GenAl and technology providers. What is available today is
only a glimpse of what's to come. Indeed, we anticipate a
significant evolution of core language models, Al agents, and
agent orchestration platforms within the next 12 months.

Future-focused leaders aren’t waiting on the sidelines.
Across industries, companies are already designing, testing
and—in some cases—implementing agents.
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Al agents and multiagent Al systems represent more than just
technological advancements. They represent a fundamental shift
in how organizations can automate processes, improve human-
machine collaboration, generate insights and respond dynamically
to complex challenges. They offer the potential to unlock significant
value across a wide range of functions—from enhancing customer
interactions and optimizing supply chains to driving innovation in
product development and service delivery.

The journey to realizing these benefits requires deliberate

planning, strategic investments, and a commitment to fostering a
culture that embraces continuous improvement and technological
advancement. By aligning Al agent initiatives with core business
goals, investing in the right infrastructure and nurturing a culture of
innovation, your organization can be well-positioned to lead in this
new era of Al-powered business transformation.

Now is the time to move.

GenAl tools are evolving rapidly—and that evolution is unlikely

to slow down in the next few years. Similarly, Al agents are already
being implemented by companies across industries as well as by
major technology providers. So, it's important to begin exploring
initial applications / use cases of agents, while setting the stage
for future foundational business transformation.

To begin your own organization’s journey, consider these actions:

Assess and prioritize use cases

Begin with a comprehensive assessment of your current
operations to identify high-impact areas where Al agents can
add value. Focus on processes that are ripe for automation,
involve complex decision-making and/or require rapid
adaptability. Prioritize these use cases to achieve quick wins
and demonstrate tangible value.

Develop a strategic Al agent road map

Align your Al initiatives with broader business and mission
objectives by creating a detailed road map that outlines
the integration of Al agents into your operations. This plan
should include clear milestones, timelines and success
metrics to guide the deployment of Al agent-powered
capabilities across the organization.

Invest in infrastructure and human
talent development

Identify and build the necessary infrastructure to support

Al agents, including scalable cloud platforms, advanced

data analytics tools and robust cybersecurity measures.
Simultaneously, invest in upskilling your workforce, focusing
on technical skills and the ability to collaborate effectively with
Al agents and multiagent systems. A well-prepared workforce
is key to realizing the full transformation potential of Al agents.

Implement strong data governance
and risk management

As Al agents become integral to your operations, it's important
to establish strong governance frameworks to manage the
associated risks. Implement policies that ensure data integrity,
security and ethical use, while continuously monitoring Al
interactions to safeguard against biases and unintended
conseqguences. And compliance with regulatory standards
should always be a top priority.

Nurture a culture of innovation

Experimentation and continuous learning are vital to your
success. Empower your teams to explore new applications
of GenAl, iterating on initial deployments to drive ongoing
improvements. By embedding innovation into the fabric of
your organization, you can maintain a competitive edge in a
rapidly changing business environment.
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GenAT’s transformative potential
in the financial sector:
the evolution of agents

dad BRI L

Artificial intelligence (Al) has rapidly evolved over

the past decade, revolutionizing numerous
industries with its transformative capabilities. One
sector where Al’s impact has been particularly
profound is financial services, and it has grown more
. than ever in the last two years with the emergence
of generative Al (GenAl). However, while some
jumped on the bandwagon and started developing
internal and external tools, other companies strug-
gled with finding use cases or adding the right
governance. In the meantime, the technology keeps
evolving and now GenAl is moving toward its second

| phase: the rise of agents.

Sergio Gago Huerta
MD-AI and Quantum Computing



MOODY’S

Moody’s saw very early on that this technology would be a game-changer for the financial industry, and since then
we have been on a GenAl journey involving creating a set of skills, assistants, and navigators and being the first
financial services company to launch a GenAl tool in the market, the Moody’s Research Assistant. We have also
been busy researching Al agents since we believe they could potentially create a new standard for excellence in
financial analytics.

But before diving into Moody’s achievements, it’s essential to grasp what Al agents are and how they differ from
conventional chatbots.

Traditional chatbots operate based on predefined rules and scripts. They follow a set of programmed instructions to
respond to user queries, often resulting in limited interactions. For instance, if a user asks a rule-based chatbot
about a given company rating or financial performance, the chatbot might respond with a predetermined set of
responses or direct the user to a specific webpage. These cases leverage the retrieval-augmented generation (RAG)
framework that combines the power of large language models (LLMs) with individual companies’ datasets.

In Moody’s case, our datasets include decades of research, ratings, articles, and macroeconomic information about
the world. RAG is effectively a way of telling the LLM, “We don’t necessarily trust your internal knowledge and the
data you have been trained on, so please use this knowledge base | am giving you access to — and by the way,

please make sure you provide citations and sources to every claim you make.”

Figure 1 Moody's Research Assistant provides direct access to the sources used for a given answer — for example,

the last rating action for a given company as well as additional details such as financials.

What is the latest rating for Microsoft?

7 The latest rating for Microsoft Corporation is Aaa (LT Issuer Rating) as of 2022-01-18 with a stable outlook. This rating was affirmed on the same date, The analyst for this rating was Raj Joshi
23]
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We have defined four stages of GenAl maturity: assisted intelligence, augmented intelligence, automated
intelligence, and autonomous intelligence.

1. Initially, everyone begins with basic chatbots and rudimentary RAG frameworks, which fall under the assisted
intelligence stage. At this level, Al is basic, prone to hallucinations, and requires extensive human review.

2. Augmented intelligence brings context-specific capabilities, allowing models to assess implications and
determine the appropriate tools for each situation. This stage can be considered advanced RAG and tool usage, but
human review and decision-making are still necessary.

3. The next step is automated intelligence, where Al can execute small tasks or make basic recommendations. Here,
models are provided with extensive context, agency, and rules, along with benchmarks and quality controls.
Examples of such automation include entity or address-matching, data hydration, and anomaly detection. This type
of automation is similar to what classical machine learning has achieved but is now applicable to a broader domain.

4. Lastly, autonomous intelligence involves Al's ability to plan, execute those plans, evaluate outcomes, and adapt
accordingly. This may involve groups of specialized agents contributing their unique perspectives and using different
skills and multi-modal interaction (vision, voice, and even robotics). At this stage, we are exploring which tasks and
projects are suitable. Examples include software development and analyzing a small business’s financials with the
same level of scrutiny applied to a Fortune 500 company.

Al agents are designed to bring us to the last stage of autonomous intelligence. They can handle more complex tasks
where a simple question and answer may not be enough. Some examples could be analyzing financial reports,
generating insights, and even making predictions. The agents can understand nuanced queries, learn from interac-
tions, and provide tailored responses that evolve over time.

Figure 2 How agentic workflows really differ from RAG or pure LLM question and answer

Direct LLM RAG

Context

Prompt Answer

LLM

Answer Prompt
LLM
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For example, imagine an Al agent designed to assist investors. Unlike a traditional chatbot that might only provide
predefined sets of information, this Al agent can analyze market trends, interpret financial statements, and offer
personalized investment recommendations based on the user’s portfolio and risk tolerance; it can even generate a
full report in the user’s desired format. The agent can do that by reasoning and planning in an iterative way, whereas
the chatbot would try to write the report in one go from top to bottom. Just like with human workers, the process is
more efficient and yields better results when you first create a structure, research the topics, create a first draft, and
have a colleague review it and provide ideas or suggestions until you have a final version. That is what agents do.

Now, imagine several LLM-powered agents that can interact with each other and have different specialties. For
example, we could have a credit risk specialist agent; an environmental, social, and governance one; a news analyzer;
several business analysts; and a team of coders that could create software on demand to fetch information or
generate insights. These agents are the equivalent of having an army of assistants working together as a team to
provide a solution for a business goal rather than just answering a question.

Moody’s has been at the forefront of deploying Al agents, leveraging several advanced frameworks to enhance their
functionality. During 2023 we extensively experimented with a multi-agent simulation framework. By the end of 2023
and going into 2024, we saw fundamental improvements in the technology that could lead us to build enter-
prise-grade production applications. On one hand, LLMs are getting better, faster, and more accurate.

GenAl’s transformative potential in the financial sector: the evolution of agents 04
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On the other hand, agent frameworks are now more efficient and easier to run. Below are three examples of frame-
works we currently use and have based our research on:

—>» Autogen: Autogen is known for its advanced natural language processing capabilities. It allows Moody’s Al
agents to generate high-quality financial reports and insights by interpreting large volumes of data. For
example, Autogen can automatically draft comprehensive credit reports by analyzing financial statements,
market conditions, and other relevant datapoints.

—>» CrewAl: CrewAl focuses on collaborative Al applications, enhancing interactions between human analysts and
Al agents. This framework is particularly useful in scenarios where human expertise and Al capabilities need to
complement each other. For instance, CrewAl can assist analysts in identifying emerging market trends by
analyzing data patterns and suggesting actionable insights.

—> Langgraph: Langgraph is part of the Langchain ecosystem, employs a graph-based system to represent agent
workflows, and can be used to analyze complex data relationships. Langgraph can visualize various financial
indicators’ interconnectedness and predict potential market shifts.

Some potential use cases where multi-agentic workflows could excel include:

Automated credit analysis: Traditionally, credit analysis involves a meticulous review of financial statements,
market conditions, and qualitative factors. Powered by Autogen, Moody’s Al agents streamline this process by
automatically generating detailed credit reports. For instance, when assessing a company’s creditworthiness, the Al
agent analyzes its financial history, industry trends, and economic conditions to produce a comprehensive credit
assessment. This is especially useful when you want to evaluate smaller private companies for which there is not a
lot of available data.

Enhanced risk management: Managing financial risk requires constant monitoring and analysis of market condi-
tions. Moody’s uses Al agents to predict potential risks by analyzing historical data and market trends. For example,
an Al agent might forecast potential economic downturns by evaluating indicators such as unemployment rates,
interest rates, and geopolitical events. This requires several agents discovering the outliers and how they are
correlated as well as creating different scenarios and outcomes.

Software development/service as a software: Agents can behave like authentic software development squads.
One agent can be a project manager, another a quality assurance specialist, another a back-end developer, and
another a front-end developer. Examples like Devin are proliferating around the world, and while it is still early days
for fully fledged applications, automated agents can safely wield smaller tools. For example, queries like “Find the
daily stock prices for the last two years for each ticker in my portfolio” can now be fully automated with a very easy
and simple query.

GenAl’s transformative potential in the financial sector: the evolution of agents 05
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Figure 3 The Autogen framework automatically created a plot for stock market price evolution.

Below we have an agent automatically plotting a trading graph with the last two years of stock prices with just one
simple, unoptimized prompt — all in about 10 seconds:

USER
Plot the last 2 years of weekly stock prices for the top 5 blue chips
AGENTS
agents working on task .. 2 agent messages sent/received.
o0 e® Figure 1
Top 5 Blue-Chip Stocks Weekly Prices Over the Last 2 Years
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Beneath the surface, the agent built software that connected to the internet, installed the right libraries, downloaded
the stock prices, and printed the plot. The industry calls this “service as a software,” as opposed to software as a
service (SAAS).

Figure 4 The actual source code that an agent creates and executes to produce the desired output for the user

primary_assistant ( to userproxy )

To plot the last 2 years of weekly stock prices for the top 5 blue-chip stocks, we will need to:

1. Identify the top 5 blue-chip stocks. This can vary depending on the criteria used to define "top" (e.g., market capitalization,
performance, etc.) and the stock exchange in question. For the purpose of this task, we will assume the top 5 blue-chip stocks are
based on the market capitalization from the NYSE or NASDAQ.

2. Retrieve historical stock price data for these stocks for the last 2 years on a weekly basis.

3. Plot the retrieved data.
Since | cannot browse the web or access external databases directly, | will provide you with Python code that uses the " yfinance’ library
to fetch historical stock data and "matplotlib’ to plot the data. If you do not have these libraries installed, you will need to install them

first.

Let's start by installing the required packages:
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Let's start by installing the required packages:

2~ hide

pip install --quiet yfinance matplotlib

After installing the packages, you can execute the following Python code to fetch and plot the stock prices:

import yfinanc 1
import matplotlib.pyplot as plt

timedelta

(These screen captures took a few seconds to produce using Autogen Studio, one of the available user interfaces for the Autogen framework.)

However, for more extensive cases in production, agents need to be tamed and their abilities constrained, from
avoiding hallucinations to maintaining alignment with user requirements. Moody’s has put this concept to work in
one of our latest products, ReconAl, which is incorporated in our EDF-X platform. In this product, a collection of
agents evaluates all the potential metrics that could trigger Early Warning Signals for any company of any size in a
dynamic and customized way. For example, since we can trigger infinite agents, we can evaluate those Early Warning
Signals from any public or private company and not just the Fortune 500 organizations that typically get analyzed.
Another collection of agents can monitor everything that happens in the world, from news events to controversies to
macroeconomic indicators to regulatory filings, and extract the signal on which companies will be affected — all in

real time.

Figure 5 A screenshot of a ReconAl agent evaluating which signals to monitor for specific cybersecurity threats to

a given company

MOODY’S | EDF¢ e <
7] Risks
A Cybersecurity Threats
« Description: Vulner ey o
« Why: Arng

EXperienc

wake of cyber incid
+ Signal to Monitor: UK Retal|

« Explanation: This signal reflects consumer spending and confidence, directly impacting digital sales volumes

[l Stop Responding
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As a company integrates Al agents into its operations, evaluating their performance and effectiveness is crucial.

There are several methods companies can take to help improve agentic-driven solutions’ accuracy and reliability.

—> Retrieval-augmented generation evaluation: As previously mentioned, RAG is a framework that combines
information retrieval with generative models. Moody’s uses Ragas, which is an automated evaluation of RAG
with LLM as a judge — that is, another LLM is “asked” for the correctness of the answer following an extremely
specific scorecard and criteria) among other frameworks to evaluate our Al agents’ performance. This approach
involves using LLM judges to assess the quality of generated content when reference data is unavailable.
BERTScore, which measures the contextual similarity between two passages, is also applied when reference
data is present to provide additional metrics on responses’ relevance and accuracy.

—>» Search engine/retrieval performance: Al agents are also evaluated based on their performance in search-
related tasks. Moody’s leverages LLM judges to assess search results’ relevance and Al agents’ effectiveness in
retrieving relevant information.

—> Multiple agent voting/mixture of experts: The last method we use and experiment with is a mixture of agents
and voting. Foundational models may have biases, system prompts, and guardrails that influence their answers.
In some cases, they may be less confrontational. In several of our use cases, we execute the same task through
several models (for example, GPT-4, Claude 2, Llama 3, Gemini, and a Moody’s fine-tuned model) and hold a
majority voting decision. Each answer provided by each of the underlying models gets scored and evaluated;
this way we increase the accuracy and reduce the hallucination possibilities.

This is just the beginning, though. Thanks to having worked on classical machine learning, we had many of the
basics covered. But this industry and technology move very fast, especially in benchmarking, which includes some of

our following research lines:

—>» Specialized models: Research is underway to develop specialized models for LLM-as-a-judge, such as
Google’s Cappy and KAIST’s Prometheus 2. These models aim to improve Al judgments’ accuracy and
consistency.

—>» Financial benchmark datasets: Moody’s is working on creating benchmark datasets to measure LLM
performance across different applications. These datasets will help detect performance drift and maintain LLM
API providers’ quality of service.

—> Comparative studies: Future research will focus on comparing specialized versus general-purpose LLMs for
evaluation purposes. Developing consistent scoring mechanisms for LLM judges is also a priority to enhance
evaluation reliability.

As Moody’s continues to lead the way in Al agent technology, several trends and developments are shaping the
future of financial services, including increasing automation and depth (i.e., applying the same analysis to every
company regardless of its size), enhanced personalization and contextualization, and greater integration across
financial systems.

GenAl’s transformative potential in the financial sector: the evolution of agents 08
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Data interoperability

02

Entity resolution

03

That's not what | meant.
MCO is not the Orlando
Airport.

What do you have on
Tesla in all your
databases?

Data lineage and trust

Where did this data come
from? Can | trust it?

Critical technical components are in place to be leveraged by RAG and Tuning approaches

05

Permissions and
entitlements

04

API architecture

Who is authorized to
access this data?

Can | easily plug Moody's
data into my existing
workflow tools?

Al safety considerations: As we advance through the stages of GenAl maturity, it is crucial to comprehensively

address Al safety. It is paramount that Al systems operate reliably and ethically.

This involves implementing robust safety protocols, continuous monitoring, and rigorous testing to prevent

unintended consequences. By prioritizing Al safety, we can build trust and confidence in Al technologies and make

sure they are used responsibly and beneficially.

Moody’s journey in adopting and
deploying Al agents exemplifies
GenATI'’s transformative potential in the
financial sector. By leveraging advanced
frameworks, addressing evaluation
challenges, and exploring future
research directions, Moody’s continues
to set new benchmarks in financial
analytics and risk management. As Al
technology evolves, Al agents’ role in
enhancing financial services will
become increasingly pivotal, driving
innovation and delivering greater value
to stakeholders.

Even though the technology had been around for several
years, 2022 saw the birth of GenAl, while 2023 was the
year of RAG. In 2024, we’re seeing GenAl 2.0’s evolution
with agents. While it is still in its infancy and we have a
lot of ground left to cover, the development speed is
rapid and the impact is potentially exponential. Being at
the forefront of applied research yields great benefits on
how our industry is evolving. Moody’s was the first
financial institution with a GenAl product in the market
with paying customers, and this year we will be the first
with an agentic platform under our EDF-X suite.

By taking these steps, enterprises can deepen their
understanding of Al and truly embrace the opportunities
that unfold as the technology continues to evolve.
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under the category of “Ancillary Businesses”, not “Credit Rating Business”, and are not subject to the regulations applicable to “Credit Rating Business” under the Financial
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