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"While the road forward is filled with complexities,
it is also rich with possibilities."
- Zac Cheah, Co-Founder and CEO, Pundi X Labs



Welcome to the Future

As the world continues its rapid adoption of digital and decentralized finance, we
find ourselves at the forefront of a new era in payments technology. At Pundi X,
our mission has always been to empower businesses and individuals to embrace
the future of finance through accessible, user-friendly solutions. This report, the
State of Artificial Intelligence in Crypto Payments, represents an important step in
that journey, exploring the intersections of cryptocurrency and artificial
intelligence.

The insights contained in this report highlight the opportunities and challenges of
adopting Al in cryptocurrency payments. While the road forward is filled with
complexities, it is also rich with possibilities. By harnessing the power of Al,
together we can develop smarter, safer, and more seamless experiences that
empower users and build trust within this evolving financial ecosystem.

As you explore the findings of this report, | encourage you to think boldly about
the role you, your business, and your community can play in the crypto revolution.
Together we are not only shaping a new landscape for payments but algo setting
the foundation for a world where financial inclusion and innovation go hand in
hand.

Zac Cheah
Co-Founder and CEO, Pundi X Labs
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1. Integration of cryptocurrencies into the financial landscape accelerated: Driven by
growing awareness, preference of lower fees, faster transactions, and rising adoption of
stable coins, cryptocurrencies effectively address challenges in traditional banking and
payments.

2. Positive outlook for consumers to use crypto for payments: The survey reveals a strong
willingness to adopt crypto payments, with 30.17% of respondents indicating they have
used such methods and 64% of respondents indicating they are likely to adopt or
continue using them.

3. Support for Al in Payments Exists, But Uncertainty Persists: Although 44.9% support Al
in traditional payment systems, 33.9% are unsure, indicating a gap in user knowledge
that can be filled by educating users on Al’s benefits.

Potential for Al to Drive Crypto Adoption: Nearly half (47.8%) believe Al can drive broader
cryptocurrency adoption, with the potential to attract newer users by simplifying and
securing transactions.

4. Users are concerned about data privacy and lack of expertise with Al integration: The
highest concern of adopting Al is “Lack of Understanding or Expertise” at 29.65%,
indicating a need for education and support in this area. Data privacy and security remain
a top priority. This strong emphasis on privacy indicates that users are ready to trust and
engage with Al solutions that prioritize their security.

5. Alis seen as a valuable asset in enhancing crypto processes, particularly for automation
and security: Al is transforming payments by enhancing security, optimizing transaction
processes, and providing real-time data analysis for improved financial decision-making
and fraud detection.

6. Users see value in Al and are willing to pay for Al Services in Crypto Payments: Businesses
across surveyed countries value Al highly in cryptocurrency and payment processes. With
over 54% of the respondents believing that Al is beneficial, this indicates a growing
recognition of its potential advantages in the financial landscape. 21.83% are willing to
pay a fee based on transaction, 30.33% prefer a subscription model and 47.83% are
unsure
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It was back in 2009 when what is argued to be the first
cryptocurrency, Bitcoin emerged. We then started seeing other
altcoins, from litecoin being born in 2011, all the way to Bitcoin’s
strongest contestant, Ether in 2016. As Bitcoin boomed in 2017
the FinTech industry, including Pundi X Labs, started blooming by
providing various uses for blockchain technology. After coming a
long way, in 2019 cryptocurrencies started becoming more
accepted and mainstream as they caught the eye of major
companies like Amazon, Walmart, IBM, and financial institutions.

The rise of cryptocurrencies represented the dawn of a new erain
the global payments landscape, with an ever increasing adoption
across various sectors like finance, retail, gaming, health care,
supply chain, logistics, etc.. The integration of cryptocurrencies
into mainstream financial systems has accelerated, driven by
their potential to streamline transactions and reduce costs. As
this integration expands, so do the complexities and challenges
associated with ensuring efficient and secure payment processes.

On the other hand, the integration of artificial intelligence (Al) in
crypto payments represents a significant advancement in the
financial technology sector. As digital currencies become
increasingly mainstream, the need for efficient, secure, and
scalable payment solutions has never been more critical. Al
technologies offer unprecedented opportunities to enhance
transaction speed, accuracy, and security, while also providing
sophisticated tools for fraud detection and customer service
automation. This research aims to explore the current state of Al
in crypto payments, focusing on both the challenges and
opportunities that define this rapidly evolving landscape.
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2019 @
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Acceptance
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payments

The integration of Al in crypto payments involves a complex
interplay of technologies such as machine learning (ML), natural
language processing (NLP), and blockchain analytics. These
technologies are instrumental in addressing key issues like
transaction latency, fraud, and regulatory compliance. However,
the integration of Al also presents significant challenges,
including data privacy concerns, technological interoperability,
sustainability, ethical considerations, and the need for education.
The aforementioned issues and challenges will be further
addressed in this research.

Through a comprehensive analysis of recent advancements and a
survey, this research seeks to provide a comprehensive analysis
of the current state of Al technology in crypto payments and a
nuanced understanding of how Al is reshaping crypto payments.
It will also explore the potential future developments and it will
explore the integration of Al algorithms in enhancing transaction
efficiency and security within crypto payment systems.
Ultimately, this study aims to contribute to the ongoing discourse
on digital finance and the transformative potential of Al in
creating a more robust and user-friendly crypto payment
ecosystem
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Current Landscape of
Crypto Payments

Adoption Trends

The journey toward mainstream adoption has been long and continues to evolve,
with a notable surge in the use of cryptocurrencies for global payments. According
to research by Statista, Best, R. de. (2024, July 10), it is projected that
“cryptocurrency payments will grow at a compound annual growth rate (CAGR) of
nearly 17% from 2023 to 2030”, highlighting the rapid integration of
cryptocurrencies into the financial landscape, and making us hopeful to see this
integration become mainstream in the near future.

Cryptocurrencies, once viewed with skepticism (and are still by some), have gained
traction as viable alternatives to traditional fiat currencies, particularly due to their
potential for faster, cheaper, and more secure transactions enabled by blockchain
technology. Their decentralized nature not only underpins their utility in global
payments but also contributes to their appeal, especially for those seeking
alternatives to centralized financial systems. The increasing integration of
cryptocurrencies into global payments signals a significant shift in the financial
ecosystem, paving the way for broader adoption and potentially transforming how
transactions are and will be conducted worldwide.

To better understand the dynamics of this rapidly evolving landscape, the crypto
ecosystem can be visualized through an ecosystem map. This ecosystem illustrates
the interactions between key elements such as cryptocurrencies, exchanges,
wallets. DeFi platforms, regulators, artificial intelligence, etc. The map highlights
how blockchain acts as the foundational layer upon which various components like
exchanges depend, supporting the increasing use of cryptocurrencies in payment
systems and beyond.
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Figure 1.

As this ecosystem evolves, artificial intelligence (Al) is playing a very important role
in optimizing and securing crypto payments by providing us with tools to fight fraud,
monitor market trends, and make this ecosystem more scalable and efficient.

This ecosystem provides insights about how these elements (supported by
blockchain technology and enhanced by Al) and players interact together and
consequently aid cryptocurrency adoption, fostering greater integration into global
payment systems and reshaping the future of financial services worldwide.
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5 Key Drivers Propelling

Cryptocurrencies in
Global Payments

Other than providing faster, cheaper, and more secure transactions, there are further
reasons of using cryptocurrencies into global payments as below:

Financial
Inclusivity

>

Merchant &
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Acceptance
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Stablecoin
Payments
Key Drivers Propelling
the Growth of

Cryptocurrencies
in Global Payments
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Government
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Figure 2.

1. Financial Inclusivity:

One of the most significant drivers of this integration has been the quest for financial
inclusivity.

Cryptocurrencies offer an opportunity to provide banking services to the unbanked and
underbanked populations across the world, particularly in regions with limited access to
traditional banking infrastructure. By leveraging digital wallets and blockchain networks,
individuals can participate in the global economy without the need for conventional financial
intermediaries.
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2. Merchant and User Acceptance:

Moreover, the growing merchant acceptance of cryptocurrencies has played a pivotal role in
their mainstream adoption. Major companies, including Microsoft and PayPal as noted by
Pacheco (2024) in "35 Companies That Accept Bitcoin & Crypto as Payment in 2024.", have
begun accepting cryptocurrencies as a form of payment. We believe that the use of crypto
payments by major companies legitimizes their use in everyday transactions. This trend is
further supported by the development of user-friendly payment gateways and platforms that
facilitate the seamless conversion of cryptocurrencies into fiat currencies, reducing volatility
risks for merchants and consumers alike.

3. Government Acceptance:

Regulatory frameworks are also evolving to accommodate the rise of cryptocurrencies.
Governments and financial institutions worldwide are increasingly recognizing the need to
establish clear guidelines to manage the risks and benefits associated with digital currencies.
Countries such as El Salvador have even gone as far as adopting Bitcoin as legal tender in
2021, underscoring the growing institutional acceptance of cryptocurrencies.

4. Need for More Accessible Remittance Options:

Additionally, the integration of cryptocurrencies in cross-border payments has been
transformative. Traditional cross-border transactions are often slow and expensive, plagued
by multiple intermediaries and high fees. Cryptocurrencies, by contrast, are more direct
transactions and enable near-instantaneous transfers with minimal transaction costs,
thereby enhancing the efficiency of international trade and remittances.

5. Rising Adoption of Stablecoin Payments:

For users looking to minimize volatility risk, stablecoins offer a sense of security as they are
pegged to a stable asset, such as a fiat currency or a commodity like gold. According to a
report by Juniper Research (2023), the global value of payment transactions facilitated by
stablecoins is projected to surpass $187 billion by 2028, a significant increase from $53 billion
in 2023. The report also indicates that by 2028, nearly 73% of the total transaction value of
stablecoin payments will be attributed to cross-border transactions, underscoring the
dominance of this use case. This substantial percentage of cross-border transactions may
serve as a compelling incentive for merchants to adopt stablecoin payments, especially for
international trade and commerce.

In conclusion, the increasing integration of cryptocurrencies in global payments is a
phenomenon driven by technological innovation, market demand, and regulatory
advancements. As cryptocurrencies continue to mature, their role in the global financial
system is likely to expand, offering new opportunities and challenges for stakeholders across
the economic spectrum.
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Challenges and limitations

faced by traditional payment systems
that cryptocurrencies aim to address.

Opportunities Challenges
e

Security:
Enhanced safety

Privacy Concerns:
Data protection

Technological Interoperability:
Compatibility issues

Efficiency:

D
\Z7 Optimized processes
oW

Regulatory Compliance:
Adapting to regulations

= B & &8

User Experience:
Improved interactions

User Knowledge:
Bridging gaps

Traditional payment systems, based largely on centralized financial institutions and
intermediaries, encounter several challenges that cryptocurrencies seek to
overcome:

 High Transaction Fees: Traditional payment systems often involve multiple
intermediaries, each charging fees for their services, which can escalate
transaction costs, especially for cross-border payments.

* Slow Processing/Settlement Times: Settlement of transactions through
traditional systems can be slow, particularly for international transfers that may
take several days to complete due to clearance processes and time zone
differences.

* Limited Accessibility: Many individuals and businesses worldwide lack access to
traditional banking services, hindering their participation in the global economy.
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» Security Concerns: Centralized systems are susceptible to security breaches and
fraud, exposing sensitive financial information and funds to potential theft.

 Lack of Transparency: In traditional systems, transaction histories and
processes are often opaque, making it difficult for users to track and verify the
flow of funds.

Cryptocurrencies address these challenges through their decentralized nature and
innovative use of blockchain technology:

* Lower Transaction Costs: Cryptocurrencies allow direct transactions between
individuals (P2P) without the need for third parties to intermediate, hence
reducing any fees associated with traditional payment systems.

» Faster Transactions: Cryptocurrencies facilitate near-instantaneous settlement
of transactions, eliminating the delays inherent in traditional banking processes.

» Global Accessibility: Cryptocurrencies operate on a global scale, enabling
anyone with internet access to engage in financial transactions without
depending on traditional banking systems, thereby fostering greater financial
inclusion.

* Enhanced Security and self-custody: Blockchain technology safeguards
transactions by using cryptographic protocols and decentralized consensus
mechanisms, significantly reducing the chances of fraud and unauthorized
access.

 Transparency and Traceability: Transactions on blockchain networks are
transparent and immutable, providing users with a verifiable record of all
transactions, thereby enhancing trust and accountability.

By addressing these fundamental challenges, cryptocurrencies are reshaping the
payments landscape, offering a more efficient, inclusive, and secure alternative to
traditional payment systems.
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Role of Al in
Payments

Al encompasses technologies that enable machines to perform tasks that typically require
human intelligence, including problem-solving, learning, and understanding language. By
analyzing large datasets, Al systems can recognize patterns and make predictions, often
leveraging algorithms and neural networks to simulate aspects of human cognition. This
includes various approaches, such as machine learning, deep learning, and natural language
processing, all of which contribute to Al's capacity to process information, adapt to new
inputs, and continuously improve its performance.

Applications of Al in the Context of Traditional and Crypto Payments.

De la Roche and Voloder (2024) explain that artificial intelligence (Al) has evolved from
theoretical concepts into practical applications, with significant advancements in machine
learning enabling Al to process data with unprecedented speed and accuracy. In blockchain
and finance, Al has made considerable strides. De la Roche and Voloder (2024) emphasize
that blockchain technology, initially applied in cryptocurrencies, has matured to enhance
security, transparency, and efficiency in areas like supply chain management and financial
services. When combined with Al, these technologies have the potential to transform secure
digital transactions.

According to Damen (2023), Al's use of machine learning algorithms and natural language
processing improves accuracy and streamlines payment systems by automating routine tasks,
allowing human experts to address more complex challenges. This not only reduces errors but
also increases the security and efficiency of payment operations.

Cryptocurrencies have addressed challenges like slow settlement times and security
concerns. Al is now emerging as a tool to further advance the efficiency and security of
cryptocurrency payments. Linklaters (2023) highlights that Al's ability to detect and prevent
fraud in real time, by analyzing transaction patterns and identifying anomalies, strengthens
payment security while reducing false declines and improving transaction approval rates and
customer trust.

As we can see, finance, much like in other industries, is swiftly adopting Artificial
Intelligence to automate routine tasks, introduce innovative products, and lower
operational expenses. In the context of cryptocurrencies, Al serves diverse roles
aimed at improving transaction processes and security:
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Application of Al
in Payments

Figure 3.

1. Transaction Monitoring: Al algorithms monitor blockchain transactions in
real-time, identifying suspicious activities and enhancing the security of crypto
wallets and exchanges.

2. Smart Contract Execution: Al facilitates the automation and execution of smart
contracts, self-executing agreements coded on blockchain platforms, ensuring
accuracy and compliance with predefined terms.

3. Predictive/Data Analytics: Generative Al (GenAl) is transforming data analytics by
enabling the analysis of large volumes of data to uncover valuable insights. Helping
companies and its users make informed decisions.
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4. Payment Processing: Al makes it more efficient and seamless. Al optimizes
payment routing by selecting the most efficient channels, and automates tasks like
invoice processing, payment approvals, and reconciliation, reducing manual
workload and minimizing errors.

5. Customer Support: Al-powered chatbots and virtual assistants have become
proficient in managing customer inquiries and providing 24/7 support. Enhancing
customer satisfaction and reducing the need for human intervention in routine
interactions.

Overall, Al and crypto play a transformative role in digital payment ecosystems,
driving innovation, efficiency, and security. As technologies continue to evolve, the
integration of Al is expected to further revolutionize the way financial transactions
are conducted and managed globally.

Use Cases of Al technologies in Finance

Al has the potential to enhance processes in various fields, including finance, where
there is significant room for improvement in transaction processing, efficiency, and
user experience. The Banking, Financial Services, and Insurance (BFSI) sector has
already seen substantial Al integration through applications like chatbots, fraud
detection and prevention, customer relationship management, predictive analytics,
and credit risk management (Okwechime, n.d.). As Al continues to evolve, its role in
banking operations is expected to expand, driving innovation and growth in these
sectors.
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Figure 4.

Use Cases of
Al Technology

Real-Time Data Interpretation and Market Adaptability

Al’s ability to capture complex relationships between data and adapt in real-time to
market changes offers unique advantages in finance. For example, Al-powered
systems can instantly analyze large datasets, identifying trends and anomalies that
help businesses make informed decisions in fast-paced environments like
cryptocurrency markets (Sullivan & Fosso Wamba, 2024). This data-driven
adaptability is crucial for maintaining a strategic edge in dynamic financial
landscapes.

Example: Mastercard and Visa’s Al Integration

Mastercard has developed a Generative Al model that can scan up to a trillion data
points to assess transaction legitimacy, while Visa is incorporating Al into the UK's
Faster Payments system to predict fraudulent transactions. Visa estimates that this
technology could save the UK £330 million annually by preventing fraud (Linklaters,
2023).
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Sentiment Analysis: Understanding Market Narratives

Al's ability to conduct sentiment analysis or opinion mining by monitoring news
feeds and social media chatter is critical for understanding market narratives,
especially in the world of cryptocurrency, where ‘narrative economics’ often drives
price. movements (Hamdan et al.,, 2021). In traditional sectors, companies like
Marriott International utilize Al-powered sentiment analysis to track customer
feedback and improve service quality (Ciufu, 2024).

Example: Applications in Crypto Trading

Al models capable of monitoring social sentiment help traders and investors
understand the public perception of assets and make more informed decisions,
which is particularly useful in volatile markets like crypto.

Portfolio Optimization Using Al

Al can also enhance portfolio optimization by utilizing models like Markowitz’s Mean
Variance Optimization and the Black-Litterman model. These models improve
portfolio management by incorporating forward-looking expectations, subjective
views, and real-time data, allowing for more adaptable and efficient investment
strategies (Giudici et al., 2021, 2022; He & Litterman, 2002).

Example: Quantitative Tools for Investors

Portfolio optimization software, including robo-advisors and quantitative analysis
tools, enables investors to create well-diversified portfolios that are responsive to
market changes, maximizing returns and managing risk.

Continuous Monitoring and High-Frequency Trading (HFT)

In fast-moving markets, Al algorithms continuously monitor asset prices, trading
volumes, and order book data, providing real-time insights that enable more precise
trading decisions (Amirzadeh et al., 2022). This capability is especially critical in
High-Frequency Trading (HFT), where trades are executed at incredible speed based
on microsecond-level inefficiencies in the market.

Example: Al-Powered HFT
Companies like Jane Street, Virtu Financial, and Jump Trading use Al-powered

algorithms for HFT, allowing them to capitalize on fleeting market opportunities with
split-second precision.
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Cross-Protocol Arbitrage: Capitalizing on Price Disparities

Al's real-time monitoring capabilities also enable cross-protocol arbitrage,
identifying price differences between platforms and allowing traders to take
advantage of these opportunities (de la Roche & Voloder, 2024). This practice,
especially common in the crypto market, involves purchasing a digital asset on one
exchange and selling it on another for a higher price.

Example: Crypto Arbitrage Tools

Companies like Arbismart, Pionex, and Cryptohopper offer solutions that leverage Al
for cross-protocol arbitrage in the cryptocurrency market, providing opportunities
for traders to benefit from price discrepancies across exchanges.

These use cases demonstrate that Al not only improves technical processes in
finance and crypto payments but also enhances security, efficiency, and strategic
decision-making, positioning it as a critical tool for the future of financial services
and cryptocurrency markets.
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Shaping the Future of
Crypto Payments

Artificial Intelligence

Pundi X surveyed 600 respondents across Argentina, Australia, India, Mexico,
Singapore, and the USA to explore attitudes towards the future of crypto payments
and the integration of Al.

Below our findings drawn from the survey:

Growing awareness and willingness of using crypto for payment

Respondents were surveyed on their familiarity with cryptocurrencies and
awareness of crypto payments, as well as their current usage and future adoption

intentions. The findings reveal both engaged crypto-savvy segments and
substantial opportunities for education across different regions.

FAMILIARITY WITH CRYPTOCURRENCIES

Not Familiar
30.3%

Familiar
69.7%

Figure 5.
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Overall, the data indicates promising growth in familiarity with cryptocurrencies,
with approximately 70% of respondents demonstrating some level of awareness.
Common reasons for those who are not familiar with crypto is a lack of
understanding. We found that complexity and unfamiliarity are primary barriers to
usage, even among those aware of crypto payments.

This familiarity with crypto is particularly strong in Singapore, which leads in
cryptocurrency familiarity, with 78% of respondents indicating engagement with
digital assets while others are 77% (India), 72% (US and Australia), 63% (Mexico) and
Argentina (56%)..

AWARENESS OF CRYPTO PAYMENTS

Not Aware
41.8%

Aware
58.2%

Figure 6.

The survey results indicate that 58.2% of respondents are aware of the concept of
crypto payments, reflecting a growing understanding of using cryptocurrencies for
purchases. It is likely due to greater media coverage, industry adoption, and
educational initiatives, contributing significantly to raising awareness about
cryptocurrencies in everyday transactions.
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CRYPTO PAYMENTS ADOPTION

30.17%

SN

Figure 7.

A growing yet developing trend in the adoption of crypto payments, with one third
of respondents indicating they have used such methods. Among non-users,
common responses like “unsure,” “unaware,” and “l don’t know” highlight a clear
knowledge gap. Complexity and unfamiliarity emerge as primary barriers to
adoption, even for those already aware of crypto payments.

FUTURE CRYPTO PAYMENT ADOPTION

Likely to Adopt : 64%

Figure 8.

Navigating the Crypto Landscape: How Businesses Tackle Adoption and
Operational Hurdles
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The data reflects a promising future for the adoption of crypto payments, with 64%
of respondents indicating they are likely to adopt or continue using them. This
highlights a significant global interest in digital payment solutions and suggests that
with ongoing support and innovation, the trend is set to grow while 36.5% of
respondents remain hesitant. Overall, the findings signal a strong potential for
expanded crypto adoption, paving the way for more integrated and widespread use
in the future.

For respondents who operate businesses, the survey examined their payment
methods, crypto adoption barriers, and the role of Al in enhancing payment
processes and business. It also investigated common payment challenges and their
biggest concerns when choosing a crypto payment processor to better understand
Al's business use.

This analysis reveals the distribution of cryptocurrency adoption among merchants
by country, showcasing the USA (35.30%) as the leader in adoption, followed by
Argentina (18.84%) and India (15.70%). Each percentage reflects the relative
importance of each country's adoption in the overall landscape of cryptocurrency
payments.

DISTRIBUTION OF CRYPTOCURRENCY ADOPTION

AMONG MERCHANTS

USA 35.30%

Argentina 18.84%

India 15.70%

Singapore 13.43%

Australia B X LA

Mexico [:Wi:{A

o

10 20 30 40

Figure 9.

This positive outlook indicates a significant opportunity for further innovation
and expansion in the use of cryptocurrencies, as more merchants recognize
their potential to enhance payment flexibility and reach a wider customer base.
As adoption continues to grow, we can expect to see even greater
advancements in the integration of cryptocurrency into everyday transactions,
paving the way for a more inclusive and dynamic financial ecosystem.
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Operational challenges deter merchants, highlighting the need for reliable and
easy-to-use payment systems.

We also inquired about the reasons merchants do not accept or make crypto
payments. Countries like India and Mexico emphasize the need to address technical
challenges, while the USA's absence of significant concerns indicates strong
potential for future adoption, especially if traditional preferences shift and
educational efforts are implemented to overcome lack of understanding.

For merchants that do accept crypto payments, we asked what their biggest
challenges in the management of crypto payments were and the results indicated as
below:

A shared concern on employee training and customer engagement

Businesses managing crypto payments across various countries encounter unique
challenges, but there are positive indicators for overcoming these hurdles. In
Argentina and India, the focus on employee training and customer adoption reveals
a willingness to educate the market and staff, paving the way for smoother
integration of cryptocurrencies. Australian businesses express confidence in their
technical abilities, looking to address regulatory and tax issues first. Mexico’s focus
on employee training and operational readiness shows a commitment to upskilling in
the face of customer adoption challenges. Singaporean companies highlight
transaction fees and employee training as top concerns, but also demonstrate a
readiness to adapt to the evolving landscape of crypto payments. In the USA,
businesses are optimistic about market receptiveness, placing less emphasis on
customer adoption challenges while prioritizing cost management and operational
efficiency. Overall, these insights suggest that with the right focus on training and
customer engagement, businesses can unlock the full potential of cryptocurrency
payments in their operations.
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Al in Payments: Openness for the adoption

We explored familiarity with Al, particularly its role in payments, and assessed levels
of support for Al in both traditional and crypto payment systems.

FAMILIARITY WITH Al

Figure 10.

The data shows strong global awareness of artificial intelligence, with 89.0% of
respondents familiar with the technology. Singapore leads in familiarity, with 90%
of respondents aware of Al, showcasing its advanced approach to tech education
and innovation. This widespread familiarity across countries indicates a solid
foundation for future growth and adoption of Al-driven solutions.

AWARENESS OF USE OF
Al IN PAYMENTS

The data shows strong global
awareness of artificial intelligence,
with 89.0% of respondents familiar
with the technology. Singapore leads
in  familiarity, with  90%  of
respondents aware of Al, showcasing
its advanced approach to tech
education and innovation. This
widespread familiarity across
countries indicates a solid foundation
for future growth and adoption of
Al-driven solutions.

Figure 11.
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SUPPORT OF THE USE OF Al IN
TRADITIONAL PAYMENT SYSTEMS

Unsure Supportive
33.9% 44.9%
Not Supportive

21.2%

Figure 12.

Support for Al in Payments Exists, But Uncertainty Persists

The data reveals strong support for the integration of Al in traditional payment
systems, with nearly half of the respondents across countries expressing a favorable

view. Although 44.9% support Al in traditional payment systems, 33.9% are unsure.
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PERCEIVED BENEFITS OF Al IN ENHANCING
CRYPTO PAYMENTS

Figure 13.

The data reveals a predominantly positive perception of Al's role in enhancing crypto
payments across the surveyed countries. With an average of 54.12% of respondents
believing that Al is beneficial, this indicates a growing recognition of its potential
advantages in the financial landscape. Notably, Singapore stands out with the
highest percentage of respondents, at 74.45%, acknowledging the benefits of Al in
this domain. This strong endorsement reflects an optimistic outlook on the
integration of Al technologies in crypto payments, suggesting a trend towards
increased acceptance and utilization of these innovations globally.

Willingness to Pay an Additional Fee for Al Services in Crypto Payments
Mixed responses suggest users see value in Al but may prefer flexible payment
options. 21.83% are willing to pay a fee, 30.33% prefer a subscription model and

47.83% are unsure. Offering both pay-per-transaction and subscription models may
accommodate varied preferences.
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DISTRIBUTION OF CRYPTOCURRENCY ADOPTION

AMONG MERCHANTS

Yes 47.8%
Unsure 41.5%
No 10.7%
0 10 20 30 40 50
Figure 14.

The data highlights a promising outlook on the potential of Al to drive the adoption
of cryptocurrencies and crypto payments. With 47.8% of respondents expressing
confidence in Al's ability to facilitate this adoption, it's clear that there is significant
optimism surrounding technological advancements in the financial sector. Notably,
only 10.7% of respondents believe that Al will not play a role, while a substantial
portion remains unsure at 41.5%, indicating a readiness to explore the possibilities.
This sentiment suggests that as awareness and understanding of Al grows, so too
could the enthusiasm for integrating Al into the future of cryptocurrencies, paving
the way for wider acceptance and innovative developments in the industry.
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PERCEIVED IMPORTANCE OF USING Al

IN BUSINESS

Neutral
25%

Important
75%

Figure 15.

This analysis shows a strong consensus on the importance of Al in business
processes, particularly in the cryptocurrency sector. With 75% of respondents
recognizing Al as important, it's clear that there is a widespread belief in its potential
to enhance operations. The 25% who are neutral reflect a readiness to learn more
about Al's applications, while the absence of respondents indicating that Al is not
important suggests a growing recognition of its value in modern business practices.
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CONCERNS ABOUT Al INTEGRATION INTO
CRYPTOCURRENCY PAYMENT PROCESSING SERVICES

Lack of Understanding or Expertise
Data Privacy & Security
Implementation Costs
No Concerns
Regulatory Compliance
0

10 20 30

Figure 16.

Users are concerned about data security and lack of expertise with Al integration.

This analysis reveals significant concerns regarding the integration of Al into
cryptocurrency payment processing. The highest concern is related to Lack of
Understanding or Expertise at 29.65%, indicating a need for education and support
in this area. Data Privacy and Security follows closely, highlighting the importance of
safeguarding sensitive information. The relatively low percentages of respondents
indicating “No Concerns” suggest that most are actively thinking about the
challenges involved in adopting Al technologies. Overall, these insights can help
stakeholders address concerns effectively as they move forward with Al integration.
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Importance & Benefits
of Researching &
Applying Al to Crypto
Payments

Artificial Intelligence (Al) is transforming various industries, including retail, as
consumers increasingly seek smarter solutions for a better shopping experience,
according to PYMNTS Intelligence (2024). The report highlights that "the majority of
consumers (51%) want at least one Al-assisted shopping feature." This trend
emphasizes the growing importance of researching Al's application in payments as
merchants look for the most effective ways to meet consumer demands.

Incorporating Al into cryptocurrency payments offers several benefits, including
enhanced security, greater efficiency, and an improved user experience, making it
crucial in the evolving digital financial landscape.

Enhanced Security:

Al can play a pivotal role in detecting and preventing fraudulent transactions within
cryptocurrency networks. For example, Al algorithms can analyze transaction
patterns to identify suspicious or possibly mistaken activities, such as attempts to
send the wrong cryptocurrency to a specific blockchain address. By recognizing
mismatches between intended transactions and blockchain requirements, Al can
prevent users from inadvertently losing funds.

Transaction Efficiency:

Cryptocurrency transactions often involve complexities such as varying gas fees and
network congestion. Al-powered solutions can automate and optimize these
processes. For instance, Al algorithms can calculate the appropriate gas fee required
for a transaction based on real-time network conditions and user preferences. This
capability streamlines transaction processing, reduces costs, and improves overall
transaction efficiency.
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User-Friendly Interfaces:

Al can simplify the user experience by providing intuitive interfaces for crypto
payments. For example, Al-driven platforms can allow users to input the total
amount they wish to transfer, automatically calculate the necessary gas fee, and
display the final transaction details. This functionality ensures transparency and
accuracy, empowering users to make informed decisions without technical
complexities.

Adaptability to Market Dynamics:

The cryptocurrency market is dynamic, with fluctuating prices and evolving
blockchain technologies. Al-powered analytics can analyze market trends, predict
price movements, and optimize transaction timings. This capability enables users to
execute transactions at favorable rates and adapt to market changes swiftly.

Regulatory Compliance and Risk Management:

Al can assist in navigating regulatory requirements and managing risks associated
with cryptocurrency transactions. Al algorithms can monitor compliance with
anti-money laundering (AML) and Know Your Customer (KYC) regulations, flag
suspicious activities, and ensure adherence to legal frameworks. This capability
enhances trust among users and regulatory authorities alike.

Cost Savings:

Integrating Al into payment systems can result in significant cost savings for
businesses and financial institutions. One key benefit is the reduction of
fraud-related expenses; by effectively detecting and preventing fraudulent
activities, Al helps businesses avoid substantial costs associated with it. Additionally,
the automation of routine tasks through Al lowers operational costs, thereby
improving overall financial performance. These efficiencies contribute to a more
cost-effective and secure payment environment.

In conclusion, researching and integrating Al into cryptocurrency payments not only
enhances security and efficiency but also fosters innovation in financial
technologies. By leveraging Al's capabilities to mitigate risks, optimize transaction
processes, and improve user interfaces, stakeholders in the cryptocurrency
ecosystem can unlock new opportunities for growth and adoption in global financial
markets.
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Challenges and Issues

As Al continues to revolutionize crypto payments, several challenges and issues
emerge that must be addressed to ensure widespread adoption and functionality:

1. Security concerns

Al-driven crypto payment systems introduce new security considerations, the sheer
volume of data it demands brings forth serious privacy concerns (Zuboff, 2019).
While Al enhances fraud detection and cybersecurity measures, it also poses risks
such as Al-targeted attacks and vulnerabilities in Al algorithms. Ensuring robust
encryption, secure data handling practices, and continuous monitoring are critical to
mitigating these risks and maintaining trust among users.

de la Roche, M., & Voloder, E. (2024) in their report, pointed out that “Al algorithms
are susceptible to data manipulation, there could be risks of loss due to inaccurate
predictions. That is why it is absolutely necessary to have a risk-based and above all
multidisciplinary approach.”

2. Regulatory hurdles and compliance issues affecting Al integration in
payment systems.

The integration of Al in crypto payments is met with regulatory complexities and
compliance challenges. Regulatory frameworks often lag behind technological
advancements, leading to uncertainty and varying interpretations of Al applications
in financial transactions. Compliance with anti-money laundering (AML) and know
your customer (KYC) regulations, along with data protection laws, poses significant
hurdles that require clear guidelines and proactive regulatory engagement.

3. Scalability and interoperability challenges in adopting Al across diverse
crypto platforms.

Implementing Al across diverse crypto platforms presents scalability and
interoperability challenges. Each blockchain network operates differently, with
varying consensus mechanisms and smart contract capabilities. Integrating Al
algorithms seamlessly across these platforms requires standardized protocols,
interoperable frameworks, and scalable infrastructure to ensure consistent
performance and compatibility.
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4. Transaction latency

Transaction speed and latency are critical factors in cryptocurrency payments,
where delays can affect user experience and operational efficiency. While Al can
potentially optimize transaction processing through predictive analytics and
network optimizations, integrating Al solutions into blockchain technology to
reduce latency without compromising decentralization remains a significant
technical challenge. This challenge would involve finding innovative solutions that
enhance performance without sacrificing the security, transparency, and resilience
that decentralization provides.

Addressing transaction latency involves balancing the need for speed with
maintaining the integrity and security of blockchain networks, requiring ongoing
research and development efforts in Al-driven optimizations.

5. Market Volatility and Predictive Analytics:

Al algorithms can analyze market trends and predict price movements in
cryptocurrencies. However, the volatile nature of cryptocurrency markets poses
challenges for accurate predictive analytics. Misinterpretation of data or sudden
market shifts can lead to financial losses, necessitating continuous refinement of Al
models.

6. Specialized skill sets, User Education and Trust:

Understanding the complexities of Al-driven crypto payment systems requires a
level of technical knowledge that may not be accessible to all users. Educating users
about Al's role, benefits, and risks in crypto payments as the need for human
oversight is crucial for building trust and encouraging broader adoption.

7. Ethical Considerations:

Al algorithms used in crypto payments must adhere to ethical guidelines, such as
fairness, transparency, and accountability. Ensuring Al does not exacerbate existing
inequalities or enable unethical practices, such as market manipulation or fraud, is
essential for maintaining trust and integrity within the crypto ecosystem.

8. Long-term Sustainability:

As cryptocurrencies and Al technologies continue to evolve, ensuring their
long-term sustainability and resilience to emerging threats becomes increasingly
critical. Proactive measures to address scalability, regulatory challenges, and
technological advancements are necessary to sustain the growth of Al-driven crypto
payment systems.
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9. Cost of Implementation:

Incorporating Al into payment systems can require a substantial financial
investment, which may be particularly challenging for small and medium-sized
enterprises with limited resources.

Addressing these challenges requires collaboration among industry stakeholders,
regulators, Al specialists, and developers to establish comprehensive frameworks for
secure, compliant, and scalable Al-driven crypto payment systems. Proactive
measures in  cybersecurity, regulatory compliance, and technological
standardization are essential to unlocking the full potential of Al in transforming
global financial transactions while mitigating associated risks.
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Advanced Fraud Detection: Al will continue to advance in detecting and preventing
fraudulent activities within cryptocurrency transactions. Machine learning
algorithms will analyze transaction patterns in real-time to identify anomalies and
enhance security measures.

Automated Transaction Optimization: Al-driven platforms will optimize transaction
processes by calculating optimal gas fees, predicting network congestion, and
recommending transaction timings to minimize costs and maximize efficiency.

Enhanced User Interfaces: Al-powered interfaces will offer intuitive tools for users to
manage crypto payments effortlessly. This includes features such as real-time
conversion rates, transaction tracking, and personalized recommendations based on
user behavior and preferences.

Potential disruptions and opportunities for stakeholders in the crypto payment
industry.

Disruptions: Al innovations may disrupt traditional financial institutions by offering
decentralized and cost-effective alternatives for payment processing and financial
services. This could challenge existing business models and regulatory norms,
prompting adaptations across the industry.

Opportunities: Stakeholders in the crypto payment industry, including financial
institutions, fintech startups, and regulatory bodies, have opportunities to leverage
Al technologies for market expansion, risk management, and customer
engagement. Enhanced transaction security and efficiency will attract broader
adoption of cryptocurrencies in mainstream commerce.

In summary, as Al continues to evolve within the crypto payment landscape, it will
not only enhance existing capabilities but also create new opportunities for growth
and engagement. By embracing these changes, stakeholders can position
themselves at the forefront of this exciting transformation, driving the adoption of
cryptocurrencies in mainstream commerce and paving the way for a more inclusive
and efficient financial future.
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Maria Gabriela Alfaro Aguilera
Pundi X Labs
Commercial Law Associate

If you would like to learn more about how Pundi X can enhance your crypto payment
strategies and provide Al-related services, please don’t hesitate to contact our team
at support@pundix.com.

Disclaimer

This report is provided for informational purposes only and is based on data and
research available at the time of writing. The information contained herein is not
intended to constitute professional, financial, legal, or technical advice. While every
effort has been made to ensure the accuracy and completeness of the information
presented, no guarantee is made as to its accuracy, reliability, or completeness.

The opinions expressed in this report are those of the author(s) and do not necessarily

reflect the views of the organization. The report does not constitute an endorsement
of any particular product, service, company, or technology.

Readers are advised to conduct their own research and consult with appropriate
professionals before making any decisions based on the information contained in this
report. The author(s) and the organization accept no responsibility or liability for any
loss or damage incurred as a result of the use or reliance on this report.
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